[image: image1.png]Cherry Clough





[image: image2.wmf]Horizontal

Body of cellphone parallel to and touching the

surface at the tested location

Antenna tip touching the test location itself

(or as close as is allowed by the body of the cellphone)

Vertical

Body of cellphone parallel to

and touching the surface at the

tested location

Antenna tip touching the test

location itself 

(or as close as is

allowed by the body of the cellphone)

Perpendicular

Body of cellphone perpendicular to

the surface at the tested location

Antenna tip 

(hidden in this sketch)

touching the test location itself


On-site testing with mobile radiocommunication devices

Author:

Keith Armstrong

Date:

13th April 2003

Document ref:
On-site mobile radiocom test method, 13 April 03

Contents









 
Page…

21
The purpose of this test

2
When to apply this test
3
3
What test devices should be used?
3
4
Verifying the test devices prior to testing
4
5
The locations on the equipment to be tested
5
6
Setting-up and monitoring the equipment to be tested
6
7
Performing the tests
7
8
Making PASS/FAIL or remedial decisions
8
9
Testing during development
9
9.1
Why test during development?
9
9.2
Testing in an EMC test lab
9
9.3
Equipment set-up
9


Change record

Original issue

13th April 2003

1 The purpose of this test

An increasingly wide variety of mobile radiocommunication devices are being used, sometimes without the people using them being aware that they are actually employing a mobile radio transmitter. 

Vehicle-mobile radiocommunication transmitters can be much more powerful than handheld or portable types. But handheld or portable devices can be in very close proximity to electronic equipment or their cables, exposing them to RF fields which are higher than those from vehicles at likely vehicle distances – and much higher than the fields used in EMC Directive immunity testing standards.

In fact, the immunity test standards used by the EMC Directive (including those for the industrial environment) all specifically state that their tests do not cover the close proximity of mobile radio transmitters. 

However, close proximity of radio transmitters is now a normal part of the electromagnetic environment. So we need to apply additional tests to those in the EMC Directive immunity standards, to ensure that equipment will continue to work as required, or at least fail in an acceptable manner without damage or loss of data (depending on its application).

Where safety-related electronic systems are concerned, foreseeable misuse must be taken into account. People have been known to wonder what would happen if they stick the antenna of their walkie-talkie into a disc drive slot (or press the antenna against a touch screen) and key the ‘talk’ button. 

People have also been known to hold the antenna of their walkie-talkie against cable routes to improve reception. In one case this caused an oil rig to move out of position by interfering with its thruster system, in another it interfered with the safe load warning system and caused a crane to collapse. 

Such behaviour is at least silly (at worst malicious) but it is foreseeable and must not be capable of causing safety hazards. This test method should be extended as required where safety-related electronic equipment or systems are concerned.

Here are a few of the more common transmitter types and their frequencies, that can be found on mobile or portable devices…

· CT1 (1.6 and 77.5MHz)

· Citizen’s Band (CB: 27MHz) 

· Walkie-talkies e.g. private mobile radio systems or private business radio (VHF: 55-85MHz and 163-210MHz; UHF: 425 - 462MHz)

· Tetra (400 - 430MHz)

· License-free walkie-talkies and short-range devices (433 and 866 MHz)

· Cellphones, e.g. GSM and GPRS (900MHz and 1.8GHz), with UMTS coming soon (1.9 - 2.1GHz)

· DECT (1.8GHz)

· Bluetooth (2.45GHz)

· Zigbee (IEEE 802.15.4: 2.45GHz)

· Wi-Fi (IEEE 802.11: 2.45 and/or 5GHz)

· HiperLAN/2 (5GHz)

Increasingly, radiocommunications are being ‘embedded’ in a wide variety of portable, mobile or fixed electronic products (such as laptop computers and PDAs, vending machines, etc.), adding functionality to the product without the user being aware that a radio transmitter is in use. This makes control of the radio transmitters on a site very difficult.

These tests are an attempt to gain confidence that the functional performance, reliability and safety of equipment will not be compromised by mobile or portable wireless radiocommunications devices. Their success will depend on the thoroughness, skill and care with which they are carried out.

When to apply this test

This test should be carried out on every individual item of equipment when it has been installed and commissioned. This applies to equipment that is made in-house and legacy equipment, as well as new equipment.

When an item of equipment is modified in any way (cables, cable routes, hardware or software modifications or upgrades, etc.) it should be completely retested.

When a new radio service is added to the site – for example if the site’s private mobile radio system is changed to a different type, or if a wireless LAN system is installed and can be used by portable and mobile devices – then these tests should be carried out using examples of the new radio transmitting devices as new test devices.

2 What test devices should be used?

Identify all the portable devices that could employ radiocommunications that could be used in and around the site where the equipment is installed, paying particular attention to walkie-talkies and mobile phones of any type. 

The devices used should always include the site’s own private mobile radio system and portable wireless LAN devices, plus any mobile radio communications used by regular contractors. Both 900MHz (e.g. Vodaphone) and 1.8GHz (e.g. Orange) cellphones should also always be used, both GSM and GPRS types. 

Mobile or portable devices which can include radio transmitters include…

· Handheld mobile phones, such as walkie-talkies, cellphones, DECT cordless telephones.

· Desktop computers (portable), laptops, palm computers, PDAs or other devices with wireless LAN, Ethernet or Internet connectivity.

· Any devices with wireless connections to a keyboard, mouse, microphone headset, instrumentation, etc. 

Where one device includes a particular type of radio transmitter – there is no point in testing a different type of device that uses the same type of transmitter with the same frequency and RF power. For instance, testing with a cellphone which uses the GSM 900MHz system (e.g. as provided in the UK by Vodaphone) also covers a GSM 900MHz PCMCIA card in a laptop computer, even if it is used for internet connection instead of voice.

Analogue walkie-talkies will need some sound in their microphones so that their RF fields are modulated. Strapping a little battery-powered buzzer to their mouthpiece is a simple solution to this problem (the irritating noise this makes can be damped by placing large amounts of ‘Blu-Tack’ over the buzzer and onto the handset).

Where LAN or other data connections are involved (e.g. Bluetooth) it may be necessary to arrange for data to be sent continually, as these types of transmitters might shut down to conserve power (whilst maintaining the connection) if they detect an idle period. An RF spectrum analyser can be used to discover whether a device’s transmitter shuts down when idle or not, if it is not known or easily discoverable.

It will require some preparatory work to determine whether the above issues arise and how best to deal with them without hindering the on-site testing. 

Each item of equipment must be tested using the all the different types of mobile radio transmitter that could reasonably foreseeably be used in close proximity (i.e. closer than 2 metres).

The test devices used, and any steps taken to ensure they transmit modulated RF fields continuously, must be recorded in the final Test Report.

Verifying the test devices prior to testing

Before the tests are started, calls or other wireless connections are made with the mobile radiocommunications ‘test devices’ to be used for these tests, to check that they operate correctly.  

During the test the integrity of the call or connection should be regularly checked, either by speaking to someone at the ‘other end’ or by sending or receiving control or data signals.

The battery charge indicators on each device should also be regularly checked during the tests – replacing the device (or its battery) with the same type before its battery gets too low to maintain functionality.

If at any time a call or connection is found to have been lost, it must be remade and the testing with that device redone from the last point at which it was known to have been maintaining a connection.

It is a good idea to have spare (fully charged) battery packs and battery chargers available during these tests. 

Tests must not be carried out using devices which are powered from the mains supply, unless this is how they would normally be used in practice. 

The final Test Report must record the judgement of the test engineer on whether he/she believes the test devices to have been functioning correctly throughout the test.

The locations on the equipment to be tested

Ideally, every location on the equipment or its cables where people could foreseeably place their portable electronic devices nearby is to be tested. But some areas of equipment are more vulnerable than others. 

As a guide, and to help save testing time, at least the following areas should be tested….

a) Mouse, trackerball, joystick, graphics tablet, etc.: testing at its cable entry is sufficient. If it is a wireless or infra-red mouse (or trackerball)  a single test at the centre of its body is sufficient.

b) Keyboards: test at least at their cable entry plus the middle of their front edge. If it is a wireless or infra-red keyboard test at least at its antenna or infra-red receiver, plus the middle of its front edge.

c) All accessible cables should be tested at two places: the point where they enter or exit an item (such as a keyboard or mouse) and the point where they enter or exit an equipment or connector panel. 

d) Same as above for all fibre-optic cables and connectors.

e) For each item of equipment test once in the middle of each accessible connector panel, and in the middle of each ventilation grille.

f) Control panels should be tested at each control. Where there are a large number of controls, only test at controls which are approximately 100mm apart from each other. Always test the most commonly used controls – and the controls which, if they malfunctioned, would give the greatest cause for concern.

g) Displays or touch-screens are tested at each of their four corners, in the middle of each side, and in the centre of the display area. 

Where a display dimension is smaller than 300mm – test the extremes of that dimension only. 
Where a display dimension is smaller than 150mm – test in the centre of that dimension only.
Where a display is smaller than a 75mm square – test in the centre of the display only.

h) Antennas where a portable or mobile device could reasonably foreseeably be held in close proximity: test at their base and also at a point halfway along their length.

i) Infra-red ports, microphones and loudspeakers: test at their location.

j) Along any seams or joints in a metal enclosure, or along the edges of any doors, panels or covers, but only where it is reasonably foreseeable that a portable or mobile device might be held in close proximity. To save time, test at 150mm spacings along the length of the seam or edge. 

k) At 150mm spacings over any plastic surface (unless it is known to be simply a cover for the metal enclosure underneath, in which case don’t test it).

· Electromechanical controls such as switches that are connected to electromechanical devices such as relays – and which do not employ and are not connected to any electronic devices – do not need to be tested and neither do their cables. 

Where the tested equipment is safety-related, test more thoroughly than the minimum described above. The greater the possible safety consequences, the more important it is to be very thorough with this test and take longer over it.

To help save time during the test, any number of test devices may be used by a number of testers at one time – as long as the devices are more than 500mm apart from each other. They must each have a wireless connection made, of course. 

Cellphones are small and can be held in the same hand that is operating a control or touching a touch-screen, so all of the locations listed above (at least) should be tested with a cellphone. 

But some devices containing radio transmitters are less likely to be in close proximity to some vulnerable areas. For instance, desktop or laptop computers are portable, but will generally be placed on top of equipment, cabinets, chairs or tables, maybe even on the floor, but they are unlikely to be placed with their radio transmitting antennas very close to a touchscreen. Assess what exposure could reasonably possibly occur from the various test devices, and test accordingly, being more thorough and cautious where equipment is safety-related.

The places where the tests are carried out, for each type of test device, must be described in the final Test Report. Sketches and photographs (preferably annotated) showing the test locations are the easiest way to document the test locations.
3 Setting-up and monitoring the equipment to be tested

When finally installed at its operational site, each item of equipment that could be exposed to mobile radiocommunication devices must be tested when set-up for normal operation. 

If the tested equipment has a number of modes of operation, the mode which is most typical of normal use should be fully tested as described here, but if this is not readily identifiable fully test the mode which would have the greatest consequences if it were to suffer errors or failures. 

To save time with second and subsequent operational modes it is only necessary to retest controls that have changed functions, or that have become ‘active’. This would include touch-screens, but not displays on their own even if their display functions have changed.

However, where operational modes have safety-related functions, each mode should be fully tested.

It is necessary to monitor the functional performance to determine whether interference is occurring. In the case of a magnet power supply the output voltage can be measured with a voltmeter, in the case of a display a visual assessment is sufficient. Other functions will require other means of monitoring, and the monitoring means must have sufficient resolution and stability to reliably detect errors. 

RF interference can cause controls or displays connected to (or employing) digital processors to ‘freeze’ – giving the impression that everything remains OK when in fact control has been lost. So it is always necessary to check that normal operation of the tested controls and display has not been affected. It helps to test displays using an image that has a continually changing field, such as a blinking icon or some other animation. 

Electronic test equipment used for monitoring must kept far away from the test devices, because many of them are very susceptible to RF fields or RF voltages/currents and can easily give erroneous results. When an electronic instrument records an unacceptable change in a measured parameter, always check whether it was the instrument that was being interfered with or the equipment under test. Electronics-free moving-coil or moving-iron meters are recommended, if only as a check on whether electronic test gear is interference-free.

Many people have wasted large amounts of time and money trying to solve immunity problems, only to eventually discover that it was their test gear that was at fault. So don’t fall into this trap.

The tested equipment’s set-up, mode of operation, and means of monitoring its functions, controls and displays, must be recorded in the final Test Report.

Performing the tests

Calls or connections must first be initiated with each test device. The connection must be maintained for the duration of the test (refer to the section on verifying the test devices). 

The following description refers to the use of a cellphone as a test device. For other types of devices use an appropriately similar method judged by the test engineer to give a similar test coverage. 

Where there is no external antenna, treat the edge of the test device where the end of the internal antenna is located as the ‘tip of the antenna’. Where the location of the internal antenna is unknown and cannot be found out (e.g. by asking the device’s manufacturer), use a close-field probe and spectrum analyser to identify the location of its strongest RF transmissions, then use this as the equivalent ‘tip of the antenna’.

Test orientations of cellphones  (used as an example for all mobile devices)
Where a communication device has a number of channels (typical of walkie-talkies), test each location with it twice: firstly using the lowest channel number and secondly using the highest channel number.

In all the above cases the test duration for any one location and orientation of a cellphone must be no less than 10 seconds. Where an equipment function has a slow response time and it would take longer than 10 seconds to see any change, hold the cellphone in location for long enough to reliably detect a change.

To avoid non-repeatability caused by hand capacitance, the cellphones must not be held during these tests. However, to save testing time it is desirable to be able to rapidly move the cellphones from one orientation to another, and from one location to another, and this can be done if the cellphone is held in some sort of non-conducting holder (e.g. made of wood or plastic) that holds the cellphone at least 200mm away from the test engineer who is operating it.

It is best to develop a code that indicates the test location, test device, and orientation of the test device, to save time and space when writing the final Test Report. (For example: C3H could be the code for tested location C, test device number 3, and horizontal orientation.)

Making PASS/FAIL or remedial decisions

During these tests continually monitor all the functions of an equipment – this may require a number of people each looking at different monitoring instruments or displays so as not to miss something untoward.

In an ideal world nothing at all would be effected by these tests – but in practice this is often hard to achieve and is not always necessary. 

So, when operational or functional errors or display deterioration occur, a judgement is needed on whether they are acceptable or not. It may be necessary to involve experts to decide on their acceptability.

This test method holds the mobile transmitting device as close as possible to the part of the equipment being tested. If an unacceptable deviation in performance occurs and it is felt that such close proximity is not very likely to occur, the test that was failed should be repeated using an increased distance from the tested location, for example 100mm or 200mm. 

It might be that the interference with the functional performance at these increased distances are considered acceptable, and no remedial work is required. (Note that for keyboards, mice and other computer I/O devices used on a table, shelf, or worktop, minimal (zero) spacing must always be used.)

Some unacceptable errors might only occur during what are considered to be highly unlikely situations, and it may be felt that a warning notice may be an acceptable way of dealing with this possibility, rather than redesigning the whole equipment. (But warnings might not be suitable for some safety-related functions.)

Alternatively, it might be practical to make it more difficult for a vulnerable location to be exposed to very strong RF fields from mobile or portable devices. For example, at a cable entry to an equipment, a plastic cover could be added which would prevent a cellphone from coming close enough to cause a problem. Such a cover should have a label stating what it is for, to prevent people in future throwing it away and to warn maintenance people who might have to remove it for access.

Where safety is an issue, judgements about what performance is acceptable and what remedial measures or increased test spacings are sufficient must be carefully thought-through. Health and safety officers should be involved, and they may need to discuss these issues with legal staff.

At the end of all the tests the test engineer responsible must make an judgement as to whether the required performance has been achieved, and his/her decision recorded in the final Test Report. 

A suitable reporting format is given below…

	On-site portable radio transmitter test 

For equipment type: ……….. manufactured by: ………… serial number: ………… located at: ………

	Test ref. no.
	Tested location(s) 
and type of test device employed

(Refer to sketches or photographs where they would help to repeat the test in future)

(Give the RF power and frequency for each radio transmitter used, where known, or describe its type, e.g. Bluetooth)
	Describe the effects on the functional performance of the equipment

Note any 
possible safety consequences
	Any remedial measures applied 

(and their results)
	PASS/FAIL decision 

and recommendations for further actions

and any other comments

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	The decision on the equipment’s overall performance on this test:


Testing during development

3.1 Why test during development?

These tests are on-site tests, and if they discover any problems it will probably be costly to fix them.

It is much better (quicker and less costly) to discover any problems before they occur, during the equipment’s development phase. 

The same tests as described here can be applied, using similar devices, to an equipment during its development.

Cellphones vary their transmitted RF power depending on how close they are to a base station. In many installations reception is likely to be poor due to the shielding provided by the metal in the structure, so cellphones will be more likely to operate at full power. To ensure that this is the case during development testing it may be possible to obtain cellphones that have been modified so that they only transmit on full power. The author does not know where to get these from, although test labs that specialise in radiocommunications may be able to help.

3.2 Testing in an EMC test lab

Alternatively, tests over appropriate frequency bands can be carried out using standard EMC test equipment, using the EN 61000-4-3 or other test methods at field strengths of at least 100V/m over the frequency ranges of concern.

Many test laboratories that test for EMC Directive compliance cannot generate 100V/m using their standard test methods, although labs that test to military EMC standards almost always can. 

In an ‘EMC Directive’ test lab variations and modifications to their usual test methods can help achieve higher field strengths. Being able to ‘illuminate’ the whole equipment with a field of 100V/m or more saves testing time by testing all the vulnerable areas at once, but field uniformity is not a strict requirement for these tests. These tests can be carried out in ordinary shielded rooms (like the older IEC 801-3 test method, or military test methods) or in reverberant or stirred-mode chambers. 

Highly directional antennas, such as horns, can be used and the proximity of the antenna to the part of the equipment being tested can be as small as required (no need to worry about being in the antenna’s far field, or the antenna’s calibration factors). 

A triaxial field probe is generally required to measure the field strength being achieved at the ‘tested location’ on the equipment.

3.3 Equipment set-up

If testing during development, rather than when installed on-site, it is important to set the equipment up as it will be when it is installed at its operational site. All peripheral devices should be connected, the correct types of cable must be used, and cable screens must be terminated as will be done in the final installation. 

In general, the full length of each cable should be used. But where cables can be inconveniently long testing, when testing at frequencies above 30MHz such cables need be no longer than 10 metres, and when testing at above 300MHz such cables need be no longer than 3 metres. 

The cable environment that will be achieved in the operational site should be recreated or simulated as closely as possible (e.g. parallel earth conductors, trays, ducts, trunking, conduit, etc.; cable shield termination at both ends (or just one); etc.). Simulation should recreate the stray capacitances and inductances that will exist in the final installation.
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